
A Replication of DSAV Measurement

Deccio et al.
Chris Kitras and Bryson Schiel



Background



DSAV
- Destination-side source 

address validation (DSAV)

- A malicious attacker may try 
and spoof their packet 
source to be within an AS

- This could give that packet 
certain privileges within a 
network



DSAV through the gateway

- A gateway node is 
responsible for performing 
DSAV - making sure that the 
source address is correct

- There are many factors that 
go into DSAV

- Detecting an internal 
packet coming from 
outside the network is a 
major part of that



Behind Closed Doors
In 2020, a paper was published 
where researchers attempted to 
measure DSAV usage

Deccio et al.



Spoofing and Measuring
- Send DNS queries with 

spoofed sources to seem 
internal

- If a DNS recursive resolver 
sends the query to an 
authoritative server we 
control, we got ‘em

We sought to replicate this pattern 
and see if any changes have occured

From Deccio et al.



Methodology



Deriving Spoofed Sources

- Same Prefix (1)
- Other Prefix (21)
- Private (1)
- Dst-as-Src (1)
- Loopback (1)

>_ >_

1.2.3.4 5.6.7.8

To:  5.6.7.8
From:5.6.2.3
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- Same Prefix (1)
- Other Prefix (21)
- Private (1)
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>_ >_
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Deriving Spoofed Sources

- Same Prefix (1)
- Other Prefix (21)
- Private (1)
- Dst-as-Src (1)
- Loopback (1)

>_ >_

1.2.3.4 5.6.7.8

To:  5.6.7.8
From:192.168.0.10
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Deriving Spoofed Sources

- Same Prefix (1)
- Other Prefix (21)
- Private (1)
- Dst-as-Src (1)
- Loopback (1)

>_ >_

1.2.3.4 5.6.7.8

To:  5.6.7.8
From:127.0.0.
1



Resources Used
- tcpdump

- Like Wireshark
- Sniff 

incoming/outgoing tcp 
packets

- scapy
- Create and send 

custom packets
- Insanely easy to use

- RIPE.net
- ASN IP ranges

- MaxMind GeoLite
- ASN to Country



Resources Used (cont.)
- DNS dataset given in Project 1

- 444,781 different IP 
addresses

- IPv4 only

- Old dataset
- DITL from root servers
- 11,204,889 different IP 

addresses
- Used IPv4 and IPv6



Analysis



Top 10 Countries with Most Represented ASes
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Top Countries with Vulnerable IP Target Ratio



Top Countries with Vulnerable IP Target Ratio
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Top Countries with Vulnerable IP Target Ratio



Top Countries with Vulnerable IP Target Ratio



Spoofed Source Test Success Rate
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Spoofed Source Test Success Rate



Size vs. Vulnerability

- Graph of all countries, sorted 
by vulnerability %

- Endpoints (0%, 100%) have 
very little data (1-5 ASes)

- Top 10 countries fall within 
the middle

Two outliers in this group: Russia 
and Brazil

- Russia high usage and low 
vulnerability

- Brazil high usage and high 
vulnerability



Progression of 
Vulnerability

- Most of the Top 10 Most 
Vulnerable Countries had the 
same proportion of ASes 
across datasets

- Exception of Brazil

- Shift left indicates 
improvement in DSAV

- Shift right indicates increase 
in ratio of exposed ASes

- Most of the Top 10 increased 
in vulnerable ASes



Conclusion



Changes?
- Many locations have not seen 

major changes in utilization 
percentage

- Most places are more 
vulnerable than in Deccio et 
al.



Changes?
- Many locations have not seen 

major changes in utilization 
percentage

- Most places are more 
vulnerable than in Deccio et 
al.

- Russia has made major 
security improvements for 
some reason



Thank you!
Any questions?


